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«j^-yn-^ (E KB : Enabling Key Block) £^tf#j£T&& £ £: £ 

wmt-fz m&m i «fsm^o 

[tftl 4 ] 

Hfrffi^$Mb*-7*n y * (E KB : Enabling Key Block) Ji, 

j&*mm LT$mz titzmmmt itof^^y-^- (dnk :Devi Ce n 

ode Key) K&&\,*T&&jm<DTXte1kW3rmm t *«f»t*r&i|* 
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i d v ^ -i/a>vxYt <d^~ v 3 >itm^m^f u mmmmmzm 

tciafc^if^a^ao 
miBif^s^gti, 

(DNK : Device Node Key) *;£U 

KB : Enabling Key Block) SntfrfBTV* -f * ^ - K*- (DNK : Device Node 
Key) t:io\^If L N tfffilf ttiaftf£#ic:|gj|A $ fifcflfr^ft n > ^ > y <Z)f 
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^FiEr^ & £ ¥Ut£ $ tLfcif ^ie^#: iDov^fw mmzmmfc i d y 
it mmmm^m^m^^^m mzmmfe i d £ ^it-rait 

^i2it mmmm^ i d y - 3 ^ y * m*, 

^ib^^^ i d y -y 3 >nf oi&j^T*- * ^^E^^riE^fiJ^i- 
Mt*& i o ] 

Hu f B«P ^ffc a>7-yy fcfcffl -f £ ft & 3jjtf# ixf g & Bf-SHtft f-^at 
.y ^ (EKB: Enabl ing Key Block) £ £ 

t&Wit-tz m&m 8 KfBScoit ttisAfl^Kjiisso 
m*£ 1 1 ] 

n v x y v t &1MlBAft##' h<ony^yy j?£#yffl £ mf-T 2> Iff # 
<9 , 

IfiMSfrt^^^'J ^^$tt/r^IE'If#IB^#I Doy * htN&aflf 
^IB^# I D y - ~> 3 > y * b KfB& $ titz y * If #RfB^$fi#: I D 

mmmmmzfefti $ Ktzmmmmfc i ai #ib@&# i d y - v 

3 y y * h KfB& $ *i£ y * it #ib^# iD^-itt^v^dt^^^tL 



ffiSE#2 004-3031738 



mm 2003-085500 



^-v : 4/ 



m^m 12] 

Mfc I D 'J -~>a>VXYt <D^- v 3 ^ JfcttfcUff U 'lf#ffiHg£#:K*& 

*y y * bMf&a&nfrf * y&^rt* ci t £#m^ -f&m 

tfqR 1 1 J-IB«oflHWM^o 
[ft^ 13] 

(DNK I Device Node Key) £}gfflLT, H&fBlf ffSBft&frfrftM $ *l£ 
BsWbBlfflftftfc Lt<7)«^-rn >y ^ (E KB : Enabling Key Block) £^ 

#^a^^-r^XT-^y^^1-i>ii:^#mi:1-^it^l 1 £flfflRC)flttt& 

Mt*a 1 4 ] 
imim 1 5 ] 
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mmmmmmzfem $ ttmm&mm* i d ^ m^teit^ i d y v 

[0 0 0 1] 

, t^cnvea^^ • ^n/5AK|Ht*, ffiNffllCfi. CD, DVD 

^'MhtLTOV^-vaV'^b tc^o* < a > x V ? jRl/Bflfffll £fr ? £ 

ft, • ^n^7A[:|t^ 0 

[0 0 0 2] 

^n>-T->y (Content) fcDfJS) ^f'/^^7 O^y >7-^^L 
T> *&v»fi CD (Compact Disc). DVD(Digital Versatile Disk), MD (Min 

^--ifO^f^ri-^P C (Personal Computer) > C D^V—V, D 



ffilE# 2004-3031738 



#112 0 0 3-0 8 5 5 0 0 ^-v: 

[0 0 0 3] 
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[0 0 0 5] 
[0 0 0 6] 

mmtm®: lx*, t-tz mm] 
*%mi*. ±&<Dmm£jzmfrx%ztif Z b<ox$>t)^ ^^—fimmzftfrti 

[0 0 0 7] 

*»w*±. cd, dvd. MDf, ^m<oay^yy$mmmz, mmmfam 

BU : ?-£*Hrt U 7^£MBMfo?> VXY t LX<DV tftr-z/ a>V^Y K^o* < n 



tBIE# 2004-3031738 



mm 2003-085500 



[0 0 0 8] 
[0 0 0 9] 

o 

[0 0 10] 

mm^t 3 ^ <r > y <om^r \z mm -r %> m * w.%nsm % m^itm r-?tLT<D^ 

mt^~yu v9 (E KB : Enabling Key Block) fc^trffltofc-Cfc* £ t =^#^ 

[0011] 

9 (E KB : Enabling Key Block) it, HffBlf WMZmMfcommrsU 7X*ibZ> 
/nM 7 J- K3r- (DNK : Device Node Key) ^o^T^^kSOTirtg&Bg 1 
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[0 0 12] 

?>7->y*wfiL fcmmtts&tttfr ^=>>f>7 woitum * mft-t & mm. 

I D 'J 3 > 'J ^ b ^ tt^: * - ^ if #IBtS# I D t 

i d y — > a > y * > $ frfc y * fit #ia§»fc i d t —m. L & v> 

[0 0 13] 

fli9ftiBA^ic«jn $ titzmmimmi* i d y ^ - v a > y * h ^m^ia 

# i d y #V— *> 3>nft w*- v a y&M*mM U 1f $fcfB#S#K*&tft 
$ ttfcit ^ib^#: i d y - v 3 > y * h 3 y-ff* ■=& y l£ 

t&#fB@»# I D y - v 3 > y * h k ^ a > J: 0 *f b v» <> 

fltttiBsMgHftwtiM $ *L^«#iB»iiflc i d y - g > y * > * * * 

[0 0 14] 

mmmmmmy y lth#s tt^mt Ltof/u * y - k* 

— (DNK : Device Node Key) ^IfU trtflBfll fMBfttt#£%M $ *Lfcl«*ft 
mm m.t LT(7)«^-7a y * (E KB : Enabling Key Block) & Buffir^ 
^y-K^r- (DNK I Device Node Key) K&*3\t*Xffl3rL* Itrffilf #15^ 
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[0 0 15] 

[0 0 16] 
[0 0 17] 

LTO^fcSMfc*-^*** (E KB '.Enabling Key Block) *-£tf«Mfc-C** £ 
[0 0 18] 

fflEAKft I D 'J #>r - v a > 'J * b WBJfc * *tfc y #- * 1W»B«i» I D t 
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mmzmmmzfeM $ titzmmmm®- 1 d ^ m mmm®- 1 d y - ~> 
3 > y * h tciB^ $ tt/z v jk- * mmzmmw i d t — wc v^^^t zm* t l 

[0 0 19] 

£ <b fc, If ttlSSfttftfrl&IA $ ttfeflMMB«ttE# I D y - ~> a > y * h o5fc 

#ib«# i d y -i/a^vxht <d^~ v b ^itrnzmn u mmmm 
mzfflh $ titzm$mm.w& i d y - 3 ^ y * > o/*- y 3 >^ y ^ 

£ Ai«i8AjHi^^4frM $ tLizmmzmmfc i d y - v 9 > y * 
h «r * * y y x h zmmm&mfif-r&x t ? 7*^-r& c t t 

-f-£o 

[0 0 2 0] 

/- K^- (DNK I Device Node Key) It, mifilf 

$*t/iflHHUIfll*fc LtOtM^r-rn y * (E K B : Enabling Key Block 

[0 0 2 1] 

BTSHb =f > x ^ y t > ffilBHff^f fc n V x > y Otf^I fc#S & WP #li1f 



ttJlE# 2004-3031738 



&g 2003-085500 



^-v: 11/ 



[0 0 2 2] 

#IBftit# I d y - v 3 > y ^ > KfBifc $ y 5}?- ^ If 3£fE#&# IDt 

3 >>^h kib& $ tt?t y * mmmmfe i d ^ —at l& t ^ l 

[0 0 2 3] 
[fpffl] 

#a $ ttTt n > x > -7 tb l & if mymmw k^x, mmzmmfo 
kehw $ ftfctmiBftiiM* i d #\ it mmmfc i d y — > a v y * > icts 

fclf $&SBfi$M£ I D Srlf ttfgfttttt I D y v a > y * h KIMM"* - £ 

-omit, 5pjffl«rSfirr *it*^ri6i:**o 

[0 0 2 4] 
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m mzmmfe i d y - ~> a > y * h o&mifctMss^T u &m?>& ^ £ 
t of tu, ^ * y Kftm Ltzmmmmfe i d y ->3>n 
h 1 y g y^mim^ u it #fe£is#«*fi £ ^^it^fB»# i d y 

^-yg>'Mf <ZV*- V 3 >ri s * * y \zifm t I d y - 

$ ttfcit #ib^# i d y — •> a > y * h * * * y nfttt-r a y * > lift 

[0 0 2 5] 

[0 0 2 6] 

[0 0 2 7] 

[0 0 2 8] 

[1. titSEBSfifcflQ 

o^t^t^o iltt, CD(Compact Disc). DVD(Digital Versatile Dis 
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k). MD(Mini msk)Z<DtiL7 9vis^**Vm, #«*>fflflMB»i»fr 1 0 0 O 
L/C***** ^BJiiT-VX^^^lclS^T^ 7rr/a^'JMl^) 
[0 0 2 9] 

li^ieiiMa o o kh, m i ^t-it^^^ttrv^o fa^Di 

[0 0 3 0] 

Hf^fkny-rvy 1 0 2 tiHgHHtSfrfca^^^*^ Bf^ffc^ >"r > ? 

— (DNK '.Device Node Key) K*-c?v»T, «*MB»S*frl 0 0^$^ 
Bf -^-IHf * MWC^ -7Uy? ( E K B : Enabl ing Key Block) 1 0 3 <D 

[0 0 3 1] 

pgjfgj*- ie##^HJ:ST , ^M^y- K*- (DNK) <^&> SsJ^tV* 
(DNK) i:Io'<t»-yn^ (EKB) Oiffeli: 

[0 0 3 2] 

£ fc. if *MBfM£# 10 0li:iif^^ID'J*7^>3>'^^ (D I R 
L:Disc ID Revocation List) 1 0 AWrfa^fr** rVX^ID'J^-va 
>ij^> (D I R L :Disc ID Revocation List) 104 it, /REa tf-#*«ff *> 

d - r $ ^-o/FjEC d -RK^>v-yy tti>K?^-zti 
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alsVXY (DIRL :Disc ID Revocation List) 10 4 <0£.fa If T4 * 

?wk&mKMi-&vxYm$m&i^ miz<nmmzfrz>mm.m (ca: central 

Authority) &o 
[0 0 3 3] 

* 9 I D V — ~> a > *J * h (DIRL :Disc ID Revocation List) O 

(DIRL :Disc ID Revocation List) 150lis 12 2 Kt^-T X. 7 K> T<< 
^MD'j^-va > * > (DIRL :Disc ID Revocation List) 

I DfcS^JLfcVtf-^TV IDVX M 5 2 fc. A-v>a 1 
5 1 t V T4 * 9 I D 'J * M 5 2 K*j"T&3&:&ME<ii 153kWB 

15U'J'f-^f^^ID'J^M5 2 #tTV»*^**Sr*l 
giJi" & *6 K jfiffi -T & 7*- 9 -e & 19 > <2rPSH^^« * ffl ^ 7¥ 9 )^m& * . 
^SUB^-^^fflV^c^ y-fe-^Btta- K (MAC '.Message Authenticati 

on Code) a*58tfB§*L*o 
[0 0 3 4] 

> mm^^^m, mklf±m<r>mmm (CA : Central Authority) <om&& 
Um (temm) U WSJi (CA : Central Authority) <Dm% 

* V 1 5 2^m£*LTV>£tf>S^£¥JB0 , t£o 
[0 0 3 5] 

Sfcffi^iE^l 53t Up< yt-^BK3-K (MAC : Message Authentica 
tionCode) ^v>»MAC4E, mmm^^X^ H3 *#JtRL.TttE 
t"&o ^ ^-b-vMiE^- K (MAC ".Message Authentication Code) (i. 7* 
-9<D&®Mmm<or-9 tLXtkJ&Zti&i><OX~$>V), MAC4^I> ttK 
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fcMACHH&J&«*ig3 l^-fo 
[0 0 3 6] 

EI3 KTjrTJ;? tc, M^fc^^)^ i^li, B2fc*F*vt-S>g 

>#^-l 5 1 t'J^^f^^ I D 'J X M 5 2 £8/M h#fc^ffiU ( 

m (Initial Value (&T> IVfci"*) ) tMl ^W»I«t4 

) fcjBv*T«H§*ft1-* (tiWjfcE 1 fc-f*) o «»tT. E l*5J:0 , M2fc8Mfe« 
SfrSifDU Znmtll 2 & D E S H^tffl^A*^ ftK 1 fcffl^THff^ftl-* ( 

-To ftt^HJt i/:EN^ ^BIBRH^ (MAC (Message Authenti cat i 

on Code) ) t & 2> Q 
[0 0 3 7] 

-r-* (^y-fe-v) tSoVt^il^MACfc, ffi^tLT^&MAC to 
[0 0 3 8] 

^-f^y-K^r- (DNK) K3lc7<^Mfc*-7*ny* (EKB) O^f^I 
[0 0 3 9] 

[2. KJnattEfi yy-flwa 

%.iZ^ K3^* h-x>^ y a > (Broadcast Encryption) yj^<D— 

[0 0 4 0] 

H4OfTtt/7tt>^0~l 5^n>x>^flJffi^ff^d'lfTOS^fit 
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[0 0 4 1] 

^f;NM^0-15tt> JB6WF**v»liffi#^ **v*tt*Ofcfc*5V*T\ HI 

fe 7 h (T-V^-f X/- K^r- (DNK: Device Node Key) ) £ * * V Kteffl 
H4OtT8l^tK0 0 0 0-Kl 1 1 1^'^0-1 5^it 

a*t2«Ol (y-K) JC««t**Lfc*- : KR-Kl 1 lfcy-K*-* 

[0 0 4 2] 

:K000. K00, KO, KRlrMt^o W^5liK0 1 
01, K010. KOK KO, KRMt^o tVM*1 5 14, Kllll 
.Kill, Kl 1> KK KR**r*r**o B40fJ-»:ttW^ 
#0-1 5©1 6 >7 1 J-«it^4^#^0^^)ttL^^ 

[0 0 4 3] 

t-VnM X > ^^7/n-v3> ©##HMM>-tfcB 4 Klgtt a > f > V *> * 
[0 0 4 4] 
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:/n /u *r$> & v> li&ttMWtc n y t > y&&(0%5L7*- * & * it 19 Bfrf-ft b 
ti, H 4 O j^jtSL^S ^ 1-&fc>t>T-VM * 0 , 1 , 2 , 3 * 1 oo^- 
[0 0 4 5] 

x. «r* - wwa^tcjeRftsa***^ $ ^> - ©it ^stiMWs-t > 9 - 

[0 0 4 6] 

& 3ooW^ 0, 1, 2, 3 K^r- (DNK : Device Node 

Key) t LT*iI<7>*-K0 0, K0, K R &#t> * y - K^- (DNK 
: Device Node Key) Zftft'tho J - K*- ^m$u*mm-f Z> Z.blz£ 
l),fililf»^*WX0, 1, 2, 3<^*tc|t«-t-*ii:*^rt6fc* 
& 0 tztx. Ji\ *Ii:Mn/-K^K0 0{i, rv^xo, 1, 2, 3t: 
fcfc&„ frm-Knew^y-^-KOOtt?' 
ftLfcfeEnc (K0 0, Knew) * v Y £^LT&&VM*iB^£ 
fr»-=f&iW Ltf^M * 0 , 1 , 2 , 3 KBE^-ftU^ t*'^ ^ 0 , 1 , 2 , 3 O 

«&#\ -e.tL-rtL^T-v^-r^icisv^T^-r^^y- k^-k 0 0 

Enc (K0 0, Knew) fci*V»T*r;fcfc4r— K n e w£#& i fc^^fc * 
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* c Enc (Ka, Kb) ttKbfcKaeiottWfcL^-^Jfei 

[0 0 4 7] 

3*:, &&fl#£t k^t. f^>f^3o3ftt4i :kooi l.Kooi, 

K00.K0.KRWf (^y*-) fcJ^WrSttTfcSLfcifc^SWfcL 

**ua*, (f^^o, i,2, wrf—f) 

fcfcfctt, /-K*-:K00 1,K00,K0,KR**M**fc4*K (t 
) 001, K (t) 00, K (t) O.K (t) RfcMrU 1, 2 

i:t«Iff*-*«^6^S* f * 4 « ::tK(t)aaali,iKaaa« 
■Htft (Generation) I t03ar^r-t**it^to 
[0 0 4 8] 

3Blf*-©«!tf*Mov*TRWi-*o *-<&Wr^ H 5 (A) fc* 

tt«lft*-^^ (E KB '.Enabling Key Block) fclflffL4 7n^f- 

iLW^O, 1, 2.fci^-r*£fcfc*oT*fr**t*o **Kfc* 
-/n^ (E KB) tt, H4lw^J:^ftyy-«**«JS-t**^- 7l;:: ** 
Cl.-T |,f;MXl:i/; KHfr £ *Lfc * - £ @B^1" & *6 coBf-^t* - K £ ^ T» 
WW.WMI:*-^^ (E KB) »±. *-I»rn^ (KRBlKey 
Renewal B l ock) fc If fcf *L & £ t i> $> & o 
[0 0 4 9] 

m 5 (A) (E K B) Ki*. ;-K*-oWro^ 

£ 0 H5©«tt. BB4^i-^J-»5ft*«>^^^O f 1. 2fc*wr, flfcft 
t ©jpjify - F*- *B*i-* £ k «r B tt k Lt»jt**ifc^ ? * * "C* 

TK (t) 0 0. K (t) 0, K (t) R#&3TC*tK tVnM * 2 Wf^ 
-K^-fcUK (t) 0 0 1. K (t) 0 0. K (t) 0, K (t) R*&X 
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[0 0 5 0] 

05 (A) OEKB^Sfta J^fcEKBfcttttfcOBWt^-^ttL* 
o ftTlfc^Bf-SHI^-te. Enc (K0010, K (t) 001) -Tr&& 0 £*t 
(if;^^2W#oiJ-7^K0 0 1 0«oTBf^lb$*L£jgJr^- 
K (t) OOlTfciK f^MX2li, |t^o'J-7^taotiWI|f 
>ft*-£«-^U K (t) 00 1*Pi^tHo ^lci:i9#7tK 
(t) OOl^fflv^ H5 (A) <^)T^^ 2^@<7)Bt^b^-E n c (K (t 
) 0 0 1, K (t) 0 0) *m^mt%t), M ^y-K^-K (t) 0 0£# 
£^t?§&o J^TJIH^ EI5 (A) <D±.frb 2^SOBt^b^r-E n c (K 
(t) 00, K (t) 0) ^§f/-K*- K (t) 0, HI5 (A) <D 

±frb lai^Bt^k^^En c (K (t) 0, K (t) R) £^LK (t) 
R£#&o WXKOO 0 0. KOOOUi, 7- K*-KO 0 0 t« 

«f^-*«*Ki«*tTiJe>i*. JBIfy-K*-fcfCifiWftO»i. K (t) 0 0 
. K (t) 0, K (t) Rt^^o WXKOO 00. KO 0 0 114. 0 5 ( 
A) ©±^^3SB«M-Enc (KOOO, K (t) 0 0) *«^IK 
(t) 0 0> fcttWU 19 5 (A) ©±*&2«:B<0lW4fc*--Enc ( 

K (t) 0 0, K (t) 0) £^#U Ilf/-K*-K (t) 0. HI 5 (A) 
<D±frt>im.B<0^ik*-'E>n c (K (t) 0, K (t) R) ^ffLK (t 
) R£#£o iOi^CU, f;UX0, 1, 2t±J£*rLfc«K (t) R£# 
fc*5. HI 5 (A) ft^-'tUifiiti 

[0 0 5 1] 

H4^-r^ , ;-#?t^-t^^^^ • K (t) O.K (t) R^>Mff 

^5fT?2b 19 „ y — K^r— K 0 0 <Dfr<D^&&i&S'&W-e$>2>Wi&W±^ H 5 ( 
B) Wti^-^ D ^ (EKB) ^fflv^itt\ H$f/-K^-K (t) 
OO^f/M^O, 1, 2 HR^i"*ii:76*T?i&o 
[0 0 5 2] 

H5 (B) ^fEKB(i> «;U*#£0^/l/-:/fci3V>T#W^&*rfc£=i 
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^V-^iOfAM^O, 1, 2, 3^&£ifi^S#£ffiv>T:l3i9, $r£&*3 
^)r/f>7lK (t) conM^^t^o -rV^-r^O, 1 

, 2, 3<7)*ii<£>y- K3r-K0 0 Z^MLtzK (t) 0 0 £JlV*T§r*:&i&ii 
Ojgff^^x^^lt : K (t) conWitUf-^Enc (K (t) 00 
, K (t) con) £E!5 (B) lC^i~E KB t t i> KU^^o 

[0 0 5 3] 

1~&;b*>> f/^XO, 1, 2liEKB^iLt^:K (t) 0 0»t 

mm-tz^^TyymK (t) c o nznz>zt&-psm^%z>o 

[0 0 5 4] 

El 6 K> t B# * X*<D * - , m x. 1$ uyf-vy<D m ^itWIrik fcJI ffl t43'/f 
>*7^K (t) c o n^EKB^IiaotW^WJ^to EKBC 
(±, K (t) 0 0»tn>f>7iK (t) con^ttt^-^En 
c (K (t) 0 0, K (t) con) tM5 (B) \z^irT- ? t tmm $ frX 

[0 0 5 5] 

EKB hi^-^^^Ci6^LTV^y - K^-K0 0 0 *m^X±mLtzt 

mmoEKB^m^x *k /-k^-k (t) ooMno $^>^^u 

*:H§r/-F*-K (t) OO^V^T^bT'-^Eiic (K (t) 0 0, K 
(t) con) ZW.^LXW.ffi*>T>yMK (t) con£IDtf#-r&o ZhK 
„ T^M^fi, ^^-etL^^M1-^>^i6Hg^f^#oi;-7^r-K0 0 0 0 
X^it LXfem U^i 
[0 0 5 6] 

ttz, smmtLx^ yv-m^y-v^-^'MMit^'^x^ m&tx<D 
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[0 0 5 7] 

v*£ % HI 6 COM t T'UXO* K 2K<Dfr*>T>y&K (t) c 

o n%$k*) tz^b-f&o iOt^ E KB lis 
3> (Version) :t 

0 0 0 Enc (K0 0 0> K (t) con) 

0010 Enc (K 0 0 1 <K K (t) con) 

[0 0 5 8] 

T'UXO, lfiKO 0 O^fflv^T, ttzTsU X 2 l±K0 0 1 0*m^X± 

EKB^Hr^tt&flg 

[0 0 5 9] 

EI 7 Mit ;3 r-7 ,n * * (E KB) 07*-^?>fl^to ^-^a>2 
0 1 It, yk$jjfo*-7*Vv ? (E KB) ^-/3 V^^tffl^^^o 
% y 3 > t±«f o E K B *WM1r ftfflgB t a v -f > V t <Dtt&M&*7Firm. 
m*W-=>° 7*7*14, W-^^ (E KB) <OW&%*>T*U X\z&t 

^o&e, 205 tt*£GHS«*^i-#>r 

[0 0 6 0] 
[0 0 6 1] 

^^2 0 7ii, ^-^^^^^^Ht^b^tt^y- F^-. i;-7*- 
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i8tii, tLXfozms (A) «L/;t»-^o^- (E KB 

) ^iUtt^ ^J*/Tltv^ 0 vKDBtO^-^li. @8<0f (b) <£ ? I* 

7Kl/^tn o h^r-OMff^-K (t) R^£frTV>£ 

<DX^ b FT Kl/^fiKR t^lio iOtl, W£lff±^f-^E 

nc (K (t) 0, K (t) R) (a) \Z7F?t PgJt ^7 V - KtjUt&W 

KJb&o iiT% ?k(DT~-*\$, Enc (K (t) 0 0, K (t) 0) *K 

^v^^-fil^lS:^$tL^ 0 (L) * (R) t\^XWL7E. 

titOf-^Enc (K (t) 0, K (t) R) (D^ZltT-^i)^ 

x<DT-?^?y&nfc2ft, ms (c) i^-Tr-*-*^ &£zf*mi)mi& 

[0 0 6 2] 

*^fi, f-nnc (Kxxx, Kyyy) tfy V ~M&<V t^K&WLX 
Enc (Kxxx, Kyyy) ... &mzm^t$tttz*--<Dmnr-- ? 

0:Enc (K (t) 0, K (t) root) 
OO'.Enc (K (t) 00, K (t) 0) 
OOOIEnc (K ((t) 000, K (T) 00) 

■fr-?2>W>mmzte^Xl±lftt t < £v> 0 ziUzftL, ±&L?z* y**-$LW:* 
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[0 0 6 3] 

m 7 EKB7*-'7y H:wt$t)^tSo (Signatur 

e) 2 0 8(±, ^3Mt*-^n-y* (E KB) ^Ttf^iiilf 

i:iotIEI^M^-^a^ * (E KB) ^«TLf:t^^-^° 
(E KB) -e£>*£fc&?l&"t"&o 
[0 0 6 4] 

[0 0 6 5] 

i;-*3SOft±^lci(i> h^r-Kr o o t 3 0 ia*i£5e£*U JSlTO+IBS- 
fctt/-K*-3 0 2jWR5£3*U fTttit V-7^-3 0 3r^W 

[0 0 6 6] 

iif, -fiJtL-Cft±^t>^Mmg0^^y-K^^7 i ^ i ;y-K3 0 4 
[0 0 6 7] 

#J;U^9<?>IIMI&gO loo; - F3 0 5 lc(i*-r3'i; A^1£S£*U Z<D 
7 _ KmT^^^»;- b\ U-^ttJ&r-^y AKE#£*U flMrfcrW** 

-&tr*x=/'; Afffl<^;- Kifctt 1 ;-?*: bria:^#tt&e -t&*>*>. ;-F 
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[0 0 6 8] 

ZbK, M&frb&gLfrTtiLV>WLZ*)-7JJ7-zfV K3 0 6 £ LX&fetZ 
:t#tiS 0 MitflH^ti^^t^JAy- K3 0 5 <D2gTF<DS ~ K 

*f3*'jA^ftL^t7'*f^Aa/-Kttt, m&.mm%?] 

-VZ&fe-t&o f/*f^J A a 7 - Kt*^.S44ffl^y - K 3 

£ [PHS] y-K3 0 8 t [^Sr«9l] 0 9 %Wtfci~2> £ £ § -i> 

o 

[0 0 6 9] 

^n^M^ ftiWRfiqiiiKtltiy-K, ^&fc*>*GSJMk «tt#fe 

F*-&T<Oy - K^r-. 'J - 7 ^ - o til ? tL^tift^ - 7'n 7 
* (E KB) ££j£LTIB«U raT^^M^^LTO^UfflnT 

[0 0 7 0] 

ti N uyT>V7°u^y( n >f > 7 Lf; C D, MD, DVD 

[0 0 7 1] 

u^iM^ looy-F^hU, ]^T©7- K£-?-<7>m£y- KCS 
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ny? (E KB) fcaftSKS-JSL-C. BW^ - KfiTClt * * ICEflf-f 

W * I c I ± ^ < i * £ 1 5- £ T * - Mir * *ff 1" & £ £ & o 
[0 0 7 2] 

^,H10O«m 8 + 2 4 + 3 2SO^-K7&»^y-fll*fc**L, h 

fAnt^rA (T^t Attn) 3Wjei"So 

[0 0 7 3] 

tf* 7>tm>f ?\ £ tr* 7n;M ^sn^-r *-9— tf * KiM 
StL&o £*UCJ:*K 224 (||16^^) ot-lf^rn;t/f^ 

232 (#j 4 3r #) OJ--if (**v»tia.— *frV^ %%fcf2> £ 

KlC^/Si-^^-^ DNK (Device Node Key) SrfltJfiU fT^O'J-7i: 
I DtfV -y I D £*L& 0 
[0 0 7 4] 
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[0 0 7 5] 

0±ftO»JB03£*r/-K i t--***U ^ L-C*§fc*-£ffiv>T. EKBfl 
*J0t#tfrd ^k-e, a^f-f;^^}^ Hff;V-h^r-KR' ^l^it^T'l 

*?> o 

[0 0 7 6] 

i ; l£<7> i ooTi^y - F^fit^ z - * "9— ^ rm tJ t<o s - 

K*mj*fc"ta*S6flS*-^Oy^ (E KB) £3ffigKa-j&LT. H^y-KJ^ 
[0 0 7 7] 

[3. if^a^ao^s] 

[0 0 7 8] 

HI 1 1 14, L/cW^a^S 5 0 0 ^-^ife^iJ#^:^^i-rn ? 

?m"T?$>&o If^a^fi 5 0 0 Alii* I /F (Interface) 5 2.0, MP E 
G (Moving Picture Experts Group) ^O^IflFtftf- * <£>£j&. H8&*$&flT 
^3-^,^ 5 3 0, A/D, D/A3W<-^ 5 4 1 fcfltiLfc/UMj I/F(I 
nterface) 5 4 0. Bt-f-^g^lfc 5 5 0. ROM (Read Only Memory) 5 6 0. 
CPU(Central Processing Unit) 5 7 0. 5 8 0, |B^S#5 9 5 <^ffi 

li#>f^7x^ (I/F) 5 9 0!:tU ^tt/U5 1 O^ioTffi 

[0 0 7 9] 
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U /^5 1 0±^ffi^i-*tfc*>t"> M*5 1 Oicorv^Mf-f-^^M 
U ^SPt-ffi^-f^o n-r-y^ 5 3 0(t /U5 1 0 £^LT£t|S£ tt^fjx. 
(fMPEGffj^tL/:f-^^f3- KU Xffi*I/F 5 4 O^lBMSi 

5 1 Xtt*I/F 5 4 Ott, A/D, D/Aa'/Ar^ 5 4 1 

trtIUv>So xm^I/F 5 4 0(i> tt«*&^S*L*r?-n$rflrS-fc£ 
-fgU A/D, D/A^^-^ 5 4 1 -CA/D (Analog Digital) £ 

3 0J&*fc*>f^*/l'flM§-*% A/D, D/A3^-^ 5 4 1 tD/A (Digital 

[0 0 8 0] 

Bf-5§-#!:S3^ 5 5 0 #UxJ£> 1 ^ S I (Large Scale Integrated 

Curcuit)TM*Jft$*U 5 1 0 t^tTtt»$*»-*«Alf3 >x SV&toTV 

. Wr^^yffi^a 5.50lilf 7^LSI K&<b1% *tOV 7f-^x7i fctt^ 

[0 0 8 1] 

Uv»5o CPU 5 7 0ti, p?^e>; 5 8 0 t-IB1t$tL7t^n^7A*^fii-*C: 

fctN a-fy^ 5 3 o^Hf-^MH^s 5 0^&fUiP1-&o 

[0 0 8 2] 

5 8 0fi, Jti£L/iT-V ID'J^-V3>n> (D I R L :Dis 
c ID Revocation List) * T 4 X ? b&MQL*) & o f^^IDV^ 

-->3>i;^b (DIRL) lit + aT^t'JKftiti. flitfflMW®!! 

S 5 o o kisteS *Lfc i d t'^o' < H^lsfcifc u^^'j tc*&#fl-rj& & if fc: X *) 
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MDV^-vaVUh (DIRL) imUfrbffiZtitz*) * 1*3$ £#3% 
[0 0 8 3] 

^•=6 'J 5 8 0 £ <b^. CPU5 7 0^fS7'n^7A^ CPU 5 

7 ocoi!)^±^^7 :? -^*fe'it-r^^^#t^^o mMMfc<o?7*--x 

5 9 0 ii> fy * ^f- * £fB§il?^li£&fS^# 5 9 5 ZmW)-t2> Z.hK& 
»K |5il$t#5 9 S^^r'v^^T-'-^^^mL (MlL) , /U5 1 0_LK 

5 9 5im%£Lxmmmt2> 0 

[0 0 8 4] 

ffi§I$£^5 9 5fi> fllx.tf. DVD, CD, MDf^fVX^, «^tV 

pllfc ttSoHU sBSTO£5 9 5 ffiMkS£ltt5 0 0 1:^1 

[0 0 8 5] 

mm^MmW:5 0 O^islt^'If^ia^^^^^-r^^^'Jffi^Sl'ov^T 
, HI 2 -HI 1 4^)7n-^#iL«t^ 0 
[0 0 8 6] 

h 1 2 i±, if^asa^m 1 £#m lxmw Ltzmmmmfez* ? y u 

[0 0 8 7] 

^t-^7°s i o i k£v>-c. it#^a^aii> 'if#fa^s^^^^^7t-rv 

^^ID'J^-vayJ^h (DIRL) £®c<W , jE^^ -r&fr^&K 
> >; X h (DIRL) O^m^lE^ii: LT<2rP3HBt^#f ?:Mv>/;-r^^ 
iEffit LT^ y-fe— 5>BIE3- K (MAC : Message Authentication Code) & 
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%> o 

[0 0 8 8] 

f^^ID'J^-ya^'J^f (DIRL) K-ek&tfJb&tmfc (XT? 
7°S 1 0 2 : No) £*U>h, Xf^S 1 0 6 -e^^&S. 
-t, rr y -r > y& gL^ft ? - 1 ta < $m*WT'$-Z> ° 
[0 0 8 9] 

fa^ID'J*7->3>nb (DIRL) \ l z&m.&%^tmfc (X-ry 
1 0 2 : Ye s) *x<y/S 1 0 3 •W#fcffi§l$^<bll 

&m Lfzr-i ^MD'J^-ya^^f (DIRL) y3>h> 'If # 

M^fi^ * y ic^^tL-cv^-rv i D';*K^-v3 >y 7, h (dir 

U^-i/aVUXh (DIRL) W/t-ya V^1f^atl@H^$tL-CV> 
Jf^^ID'J^-y3>'U^ (DIRL) £ Off Lvvirgii, Ts^vzf 
S 1 0 SK&v^T, If^S^S^^^y^lt^Ifi^^^^^L^T-V^ 
MD'J^-V3>^f (DIRL) Mff^^o J: 

h (D I RL) ^^$tL^> 0 
[0 0 9 0] 

IffMif^^* ! J X^ID'J^-ya^'J^f (DIRL 

h (DIRL) fctitf&gyffi^tto** 1 ; K#§&t>#fe38£^frt&o 
[0 0 9 1] 

IRL) ^^^tLTV^T. ^-tt^ffl^T^^^^y^^-f I DV^ 

-y 3 y^> (dirl) ^Mif-r&M^^t^^ mmummmmm® 

^MD^^-yaynf (DIRL) £A^LTm£r LT & <fcv* L> 'If 
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(dirl) ^^^vc^ini^^ttuv^o tztk-izmm 

-V3>';xh (dirl) ^-ya>*«:x.*K ff Lv*&<7>&JBv>-r-£"v* 

IRL) -t*lifflv>t^^ f -f 7tSoft«SOf ^ IDV 

^-yg>'JXf (DIRL) «rMff1"-5> t:Ufe 
[0 0 9 2] 

[0 0 9 3] 

xt^s 2 0 2 Kis^-r, it^s^a^*'; c^uf^^ i du 

^^-~>3>i;^h (DIRL) 0'J#-? I D'JX h fcfl|#SBSaft^t>tt* 

m Lfctit mxmmfc i d ^ ^js^s^^fx-r *o 

[0 0 9 4] 

^T'^S 2 0 3 Ci3V^ fa^ID'J^-Va^'JXh (DIRL) 
[0 0 9 5] 

LtzWr&&> HOfll (CA ! Central Authority) ^lEIICD-R 

fi:i^v>t n e- $ titzmmmmm®- 1 d £»m u v * i dv* nc-e 
(ommzmmfc i d ^ib^ l/c & ot^i. £ t & „ ta&o -c , it #$y§i^ 
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[0 0 9 6] 

y?S 2 0 3^*3V>-C. f^MD'J^-vaV'Ml 4 (D I R L) 
© U * I D U X h fctif #iB«HIWfcfr Lfc««!B»«t# IDfc 

[0 0 9 7] 

s 3 o i k*3v>t, itrnM-a^ea, «#ffi^^^, Bt-^H'if^ 

(E KB) ^Sc^m-t-o y^S 3 0 2 K&v^T, iff»*!s 
(DNK) i:IoVttij^-7n7^ (E KB) <DU^M 

[0 0 9 8] 

mtT. 3 0 2-e^.#L7tn>-r>^H : l:fflv^T^T-^7'S 3 0 4 1: 

fcHTlWU #£-r&o ^T7^S 3 0 5 ^^5V^T. ff^hfenvr^^**^ 
Xt'7/S 3 0 3, 3 0 4^1*1^1^1, te^t^. 

[0 0 9 9] 
[0 10 0] 

iOft^li, if#^31^fi^feV>T. 7f77'S3 0 1~S 3 0 4(03>f>7 
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[0 10 1] 

[4. mmmmfav>m&. mwmm 

EI 1 5 Z^mLTMWt&o 
[0 10 2] 

mi 5^-r^j-e(i, mmmm^mm.mme o 3K&v>-c, cv^omm^ 

[0 10 3] 

~V3>i;^h (DIRL) fc***&J(rt$tL&o 
[0 10 4] 

3Vf>^W>f 0 2 (4, aVf'/yiUfftU «fft3>f>7i 

'f* (titSU&aillt) K3r- (DNK) iCiSV^T^^anT 

«**«rfk*-^n y * (E KB) *««lfB^#«3fi*#6 0 3 

(C A I Central Authority) 60114, fMMBftftfr (tM I D 

j3il>\ 1flfcfB$iS# (f-f**) ID'J^->3>U> (DIRL) «r1S 
#ffiS8»#»it*#6 0 3 tcm^i-^o 

[0 10 5] 

mm.mmmitm&m%6 o 3(4, n>f>7^n/M^6 o 2^h^mvtzm 

f ft n >f > 713 i OTi^-rn y ^ (E KB) mmm (CA '.Centra 
1 Authority) 6 0 1 frh&ffi. bfcffif $WB»*fc* (tV I Di3J:l>\ fiNR 

fa^# (t-v * * ) i d i ; - v 3 > v y (dirl) zmmmmmm- 

1H#ia^# (tV * * ) 6 0 4 SrflS m.mmmm 6 0 5^^ LX±& Lfz a 
[0 10 6] 

fA^;-n- (DNK) OJ3-—rif^S^e^*J"t-^JBfc(i, 
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[0 10 7] 

mmfoMikmW: 7 0 0 fi. XmtS I /F (Interface) 7 2 0. 7 5 

0> ROM (Read Only Memory) 7 6 0> C P U (Central Processing Unit) 7 
7 0. 7 8 0. |BftflMt7 9 5<Dtmm^ >^7x-^ (I/F) 7 9 

o£^u £*l 7 i onio-cfflaiw^iR^fL-cv^o - 

[0 10 8] 

XtB*I/F7 2 0^ ^«^e»«»**L*7*V^^fi-^«:S«t, 7 1 

^.-^ny* (E KB) „ feil^fll (C AI Central Authority) 
•r*flMWB«Wlff (xV I D£££>\ fltttlftR&# (xV **) IDV** 
>a>i;^> (DIRL) h 7-* *4bLT£flr*"* £ 

SC^ID^fii (C A : Central Authority) ^tfft^o, 
[0 10 9] 

IflHHStai^t 7 3 0lt Mx-lf. 1 "f" y 7^ LSI (Large Scale Integrated 
Curcuit) $*t, /^7 1 0«:HTM$*L*3>fV7i: LtOfv^ 

> y 7*u > %4 7ir>&gk8k S *l& =r v x > ? ^Bf^k 3 > x > ? "C * v^-g-n (i> 
it«!!l¥S7 3 0 H^V^THf^fc-r^o Ht^S7 5 0l±lf77 

LSI m<bf\ &m<OV7 h?z-TZtzi$^- KfiTiiBl^^feiftt 

[0 110] 

^Jfrit* --fuy ? (E KB) fc> fl^ ( C A I Central Author i ty) $> £ 

«L^*«iBfl^ (xv**o id&xv*, mmmufc (t><<x?) idd 

^-v3>ijXh (DIRL) fc«r«JW"t*o fc*, 1f#lfi§»ffc (xVX* 
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) IDte. 54if^*7*^^^O^Ct'JESC^OID*1f3fiJi (CA iCentral Au 
thority) ^^SSL^V 7 4 0K*Mrf&o 
[0 111] 

3>fn-77 5 0li> m%mmM*<DU&-?u JfyA fcflrUffil fc^fft 
[0 112] 

|B«Btfr7 7 0l^ Wx.&, DVD. CD. MDfCjtf^^ 
[0 113] 

7*W ^^^M^S^jUl'ov^TEJl 7MLt^tSo mi 7<50^a{± 
vy-fu/i'f Vfr b^mL fcng-JHb ^yy-yy&x xf^mik* -y*uy? (ek 

B) (CA: Central Authority) frh^LfzftmM%t&fc ("7*4 

i mmvmmfo (r<<x?) iD'j^-vav^h (di 

RL) t*«3(&jtt§*LTV^<><^t-r*o ffif#IB«JHfe# (tW**) IDIi 

v Wkt^hT^ 7,?<Dm~fcZtzWL<D I D£W3JS (CA : Central Authority 

) frb^MlrZo 

[0 114] 

^t7/S40 1 \Z^X, (CA : Central Authority) ^f>^tl 

IRL) t^*'J*?>«*lliU ^f^S4 0 2, 7 7 , S 4 0 3i:^t 
% ri>T->^7 0 n7^^^^L7^^<b^r-7'ny ? (E KB) , Bfr^ftn 
>-r>? fcp^U^'bi^fflU y yS 4 0 4 K^X, £ *Lib<7>1f#£'lt 
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[0 115] 

^f7^S 4 0 5C^t, v7 ^ - t -f ^ ^ < ^ ^ i ^ 
6tC^V^T, fli (CA: Central Authority) ^<b^IU 
&v*-C, i^fctfcSctf*, fSl (CA '.Central Authority) ^"bftU:f^ 

[0 116] 

iOiM^ T-VT^SSWtfi^ii. (CA: Central Authority) 

[0 117] 

is^^^-rv^it^^i), iwi— or* i D«^$ttrv^^i5:<7)T-v ^. 

C A : Central Authority) #IS«^ (tV * *) I D V v a > »J 

(DIRL) lc-e<7)T-V^^ I DfcSi&frMfr^SSr^T U sEff^tL^r 

[0 118] 

DIRL) t <D/*~ V a >Jfc$b6^T £ *u Hfr £ frfc V X h #m -=e y £ 
[0 119] 
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[0 12 0] 
[0 12 1] 

iilf, 7°n tifBtfcflSHfci: UO^- KxV * * * R OM (Read Only 
Memory) l^^ffi^LT^ < ifc^tHo fc*v>t±. ^n^At^W^v^ 
^t^w^^^ CD — ROM (Compact Disc Read Only Memory) , M O (Magneto op 
ticaDrV DVD(Digital Versatile Disc). ^VrV*?. ^MMM * 

[0 12 2] 

0> LAN (Local Area Network). -fy^-*y >fcv»o^y >7-^t^L 

[0 12 3] 

(i«J Iw^f £ fix i> £ v^ 0 
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[0 12 4] 

Hf-$Hfc uz/T>y <OQ&#m 1 1" * «HHM»* t > If #f Bi$£ 
^IDO^f ^**tt#IB0Bfc# I D y ~> 3 > U * > t *4&*A 

^fti:U3>f>7S4Jaa*^Tt4iJSt LfcOT?, TfrE^ tT-a >x> 
? o«itt«fl:fclB«* **fcflHM»*# I D *«MS»I**I D V v a > 
y * Y K&ifcrZ - tt\ »; * > I D ^of^ * * <0#3-«lt £ tt 

[0 12 5] 

t o.49j^«:^ tu, Ltzmmzmm®- 1 d y - -> a > y * 

h fc ^ 3 vjfctfcfc^Ef? u * *k«W#w«#!i £ *L/sfll#ia»JK# i d y 

>> 3 > y ^ h o^- v a y tcftiift t tzm mmmfe i d y 
y 3 >ij^bt o/s:- 5; 3 > i 19 if tv^4> <o-e* if »ia««fc#fc«*i 

[m®o^#^^3 
[mi] 

[U2] 

«*|Bfl^^^$*tJ5tmiB««E# (T'-f * id y v 3 > y * 
h (DIRL) Of-^ift*«itS0-C*&, 
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[0 3] 
[0 4] 

& o 

[HI5] 

f-^OBfrKlttffl^ttS^rSft^-^ny^ (E KB) OtfflSr^ 

i-|HT^^o 
[HI6] 

3>f>^ioir»-^^ (ekb) *tizmLtzmtimt®.-w*t!mn 

£75-t0T*&& o 
[07] 

tarft^r-rD«^ (EKB) 07*-vyFW*^tHl?2b5 0 
[08] 

^Mfc^-^n^^ (EKB) <O^^O#fifc*SiWi-*0t?ab*o 
[09] 
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